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-—’ e Marketplace A™M"t*Mahotsav
Bid Corrigendum

GEM/2025/B/6181079-C1

Following terms and conditions supersede all existing “Buyer added Bid Specific Terms and conditions” given in
the bid document or any previous corrigendum. Prospective bidders are advised to bid as per following Terms
and Conditions:

Buyer Added Bid Specific Additional Terms and Conditions

1. Installation, Commissioning, Testing, Configuration, Training (if any - which ever is applicable as per scope
of supply) is to be carried out by OEM / OEM Certified resource or OEM authorised Reseller.

2. Bidder Turn Over Criteria: The minimum average annual financial turnover of the bidder during the last
three years, ending on 31st March of the previous financial year, should be as indicated in the bid
document. Documentary evidence in the form of certified Audited Balance Sheets of relevant periods or a
certificate from the Chartered Accountant / Cost Accountant indicating the turnover details for the
relevant period shall be uploaded with the bid. In case the date of constitution / incorporation of the
bidder is less than 3 year old, the average turnover in respect of the completed financial years after the
date of constitution shall be taken into account for this criteria.

3. OEM Turn Over Criteria: The minimum average annual financial turnover of the OEM of the offered product
during the last three years, ending on 31st March of the previous financial year, should be as indicated in
the bid document. Documentary evidence in the form of certified Audited Balance Sheets of relevant
periods or a certificate from the Chartered Accountant / Cost Accountant indicating the turnover details for
the relevant period shall be uploaded with the bid. In case the date of constitution / incorporation of the
OEM is less than 3 year old, the average turnover in respect of the completed financial years after the
date of constitution shall be taken into account for this criteria. In case of bunch bids, the OEM of
CATEGORY RELATED TO primary product having highest bid value should meet this criterion.

4. Availability of Service Centres: Bidder/OEM must have a Functional Service Centre in the State of each
Consignee's Location in case of carry-in warranty. (Not applicable in case of goods having on-site
warranty). If service center is not already there at the time of bidding, successful bidder / OEM shall have
to establish one within 30 days of award of contract. Payment shall be released only after submission of
documentary evidence of having Functional Service Centre.

5. Dedicated /toll Free Telephone No. for Service Support : BIDDER/OEM must have Dedicated/toll Free
Telephone No. for Service Support.

6. Buyer uploaded ATC document Click here to view the file.
7. Buyer Added text based ATC clauses

Payment Shall be Made after reciept of goods at site and on the production of all required documents.100
% of Total contract value will be paid after succesful installation,functional test,completion of training,co
mmissioning and acceptance of System

The Supplier is required to complete the delivery of all items within 3 months from date of issue of supply
order

LD as per RFP

Disclaimer

The additional terms and conditions have been incorporated by the Buyer after approval of the Competent
Authority in Buyer Organization, whereby Buyer organization is solely responsible for the impact of these clauses
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https://fulfilment.gem.gov.in/contract/slafds?fileDownloadPath=SLA_UPLOAD_PATH/2025/Jun/GEM_2025_B_6181079/CLM0010/RFpre1_7e41a7dc-ffc7-4890-a7141749449953475_jai.gupta@imd.gov.in.pdf
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on the bidding process, its outcome, and consequences thereof including any eccentricity / restriction arising in
the bidding process due to these ATCs and due to modification of technical specifications and / or terms and
conditions governing the bid. If any clause(s) is / are incorporated by the Buyer regarding following, the bid and
resultant contracts shall be treated as null and void and such bids may be cancelled by GeM at any stage of
bidding process without any notice:-

Definition of Class | and Class Il suppliers in the bid not in line with the extant Order / Office Memorandum
issued by DPIIT in this regard.

Seeking EMD submission from bidder(s), including via Additional Terms & Conditions, in contravention to
exemption provided to such sellers under GeM GTC.

Publishing Custom / BOQ bids for items for which regular GeM categories are available without any
Category item bunched with it.

Creating BoQ bid for single item.

Mentioning specific Brand or Make or Model or Manufacturer or Dealer name.

Mandating submission of documents in physical form as a pre-requisite to qualify bidders.
Floating / creation of work contracts as Custom Bids in Services.

Seeking sample with bid or approval of samples during bid evaluation process. (However, in bids for
attached cateqories, trials are allowed as per approved procurement policy of the buyer nodal Ministries)

10.

11.
12.
13.
14.

15.

16.

Mandating foreign / international certifications even in case of existence of Indian Standards without
specifying equivalent Indian Certification / standards.

Seeking experience from specific organization / department / institute only or from foreign / export
experience.

Creating bid for items from irrelevant categories.

Incorporating any clause against the MSME policy and Preference to Make in India Policy.

Reference of conditions published on any external site or reference to external documents/clauses.
Asking for any Tender fee / Bid Participation fee / Auction fee in case of Bids / Forward Auction, as the
case may be.

Buyer added ATC Clauses which are in contravention of clauses defined by buyer in system generated bid
template as indicated above in the Bid Details section, EMD Detail, ePBG Detail and MIl and MSE Purchase
Preference sections of the bid, unless otherwise allowed by GeM GTC.

In a category based bid, adding additional items, through buyer added additional scope of work/ additional
terms and conditions/or any other document. If buyer needs more items along with the main item, the
same must be added through bunching category based items or by bunching custom catalogs or
bunching a BoQ with the main category based item, the same must not be done through ATC or Scope of
Work.

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller within 4 days of bid publication on GeM. Buyer
is duty bound to reply to all such representations and would not be allowed to open bids if he fails to reply to
such representations.

*This document shall overwrite all previous versions of Bid Specific Additional Terms and Conditions.

This Bid is also governed by the General Terms and Conditions
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https://assets-bg.gem.gov.in/resources/upload/shared_doc/list-of-categories-where-trials-are-allowed_1712126171.pdf
https://admin.gem.gov.in/apis/v1/gtc/pdfByDate/?date=20250609

MINUTES OF PRE BID MEETING HELD ON 27-05-2025 AT CONFERENCE HALL, DGM BUILDING, MAUSAM BHAWAN, IMD HQ

The India Meteorological Department (IMD) has invited bids vide Bid GEM/2025/B/6181079 dated 17.05.2025 (with latest provisions in Buyer
Added Bid Specific ATC on Page 6) for procurement of 02 UTM/ Firewall of 25 Gbps. The pre bid meeting was held on 27.05.2025 and about 20
representatives from 8 prospective firms participated in the meeting. The queries received have been addressed and detailed below.

Response to queries received from M/s Airtel

Sno

Section

Clause

Original Clause

Requested Change

IMD’s Response

Section VII: Technical
Specifications and
Quality Assurance

Schedule 1

Iltem
1.1 Architectur
e
Clause 5

Minimum interface Required in
Firewall: 12 x 10 G BASE-T Ethernet
interfaces (RJ-45), 10 x 10 Gigabit
(SFP+), 4 x 1 Gigabit.

Minimum Interface Required in
Firewall: 16 x 1G BASE-T Ethernet
interfaces (RJ-45), 8 x 10 Gigabit
(SFP+), 8 x 1 Gigabit (SFP) with
dedicated HA port

The clause has been revised as

“"Minimum interface required in
Firewall - 8x10 G Base-T Ethernet
Interfaces (RJ 45), 810 Gigabit
(SFP+), 4x1 Gigabit"

Section VII: Technical
Specifications and
Quality Assurance

Schedule 1

Item
1.1 Architectur
e
Clause 8

The firewall should have minimum
system memory 480 GB SSD + 2 TB
additional for logs storage and
minimum of 48 GB of RAM from
day one.

The firewall should have minimum
system memory 900 GB SSD with
minimum of 32 GB of RAM from day
one. Additionally, a separate on-
premises solution with 2 TB of
storage must be provided
specifically for logging and analytics.

As per RFP only

Section VII: Technical
Specifications and
Quality Assurance

Schedule 1

Iltem
1.2 Performanc
e
Clause 12

Firewall should support at least
20,00,000 concurrent sessions at
L7.

Firewall should support at least
15,00,000 concurrent sessions.

As per RFP only

Section VII: Technical
Specifications and
Quality Assurance

Schedule 1

Item
1.2 Performanc
e
Clause 13

Firewall should support.at least
2,00,000 connections per second
at L7.

Firewall should support at least
5,00,000 connections per second

As per RFP only
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Section VII: Technical
Specifications and
Quality Assurance

Schedule 1

Iltem
1.3 Firewall
Features
Clause 21

21. Firewall should support more
than 20,000 IPS and 3000
application layer and risk-based
controls that can invoke tailored
intrusion prevention system (IPS)
threat detection policies to
optimize security effectiveness.

Firewall should support more than
15,000 IPS and 3000 application
layer and risk-based controls that
can invoke tailored intrusion
revention system (IPS) threat
detection policies to optimize
security effectiveness.

The clause has been revised as

“Firewall should support more than
15000 IPS and 3000 application
layer and risk based controls”

Section VII: Technical
Specifications and
Quality Assurance

Schedule 1

Item 1.3

Firewall

Features
Clause 34

Firewall Solution should have
Standard and extended ACLs
support.

As discussed during prebid, request
to remove the clause

The clause has been revised as

“Firewall solution should have ACL
support”

Section VII: Technical
Specifications and
Quality Assurance

Schedule 1

Item
1.6 Certificatio
n
Clause 79

Firewall should be FCC Class A, CE
Class A, VCCI Class A, CB, and
Common Criteria Certified
NDPP/NDCPP certified.

Firewall should be FCC Class A, CE
Class A, VCCI Class A, CB, and
Common Criteria Certified
NDPP/NDCPP/EALA4 certified.

The clause has been revised as

“Firewall should be FCC Class A, CE
Class A, VCCI Class A, CB, and
Common Criteria Certified
NDPP/NDCPP/EAL4 certified”

Section VII: Technical
Specifications and
Quality Assurance

Schedule 1

Iltem
1.6 Additional
Provisions
Clause 82

The OEM must have a
“Recommended" rating with min
97% Evasion proof capability and
min 97% Security Effectiveness as

per 2019 NSS Labs Next
Generation Firewall Comparative
Test Report. Documentary proof to
be attached.

The OEM must have a
“Recommended" rating with min
95% Evasion proof capability as per
2019 NSS lab Breach Prevention
Systems (BPS) report and min 90%
Security Effectiveness as per 2019
NSS Labs Next Generation Firewall
Comparative Test Report.
Documentary proof to be attached.

The clause is removed

Section VII: Technical
Specifications and
Quality Assurance

Schedule 1

Item
1.6 Additional
Provisions
Clause 83

The OEM Protection License with
updates for Application Visibility &
Control, Layer3-Layer 4, NAT,
Wireless, IPS, User Identity, VPN
(IPSEC & SSL-for the users
mentioned), Web Security
Essentials/URL Filtering, Advance
Malware/threat Protection,
Antivirus, Antispam to be provided

The OEM Protection License with
updates for Application Visibility &
Control, Layer3-Layer 4, NAT, IPS,
User Identity, VPN (IPSEC & SSL-for
the users mentioned), Web Security
Essentials/URL Filtering, Advance
Malware/threat Protection,
Antivirus, Antispam to be provided
during warranty and CAMC period of

The clause has been revised as

“The OEM Protection License with
updates for Application Visibility &
Control, Layer3-Layer 4, NAT, IPS,
User Identity, VPN (IPSEC & SSL-for
the users mentioned), Web
Security Essentials/URL Filtering,
Advance Malware/threat

ot
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during warranty and CAMC period
of the contract.

the contract.

Protection, Antivirus, Antispam to
be provided during warranty and
CAMC period of the contract.”

10

Section Vi: Schedule
of Requirement

expected in CAMC

CAMC for 1st, 2nd and 3rd year. Is a
dedicated resource required for
Support and monitoring? What all is

A dedicated resource is not
mandatory. During complaints SLA
should be maintained. Secondly,
the quarterly performance
monitoring report should be

submitted as per RFP.

Response to queries received from M/s. Saffron Networks

s,
i

No. |

Clause
No.

Technical Specification

Suggested Change

IMD’s Response

11

Minimum Interface Required on the
Firewall
12X 10G BASE T Ethernet Interface (RJ45)
10X10G Gigabit (SFP+)
4 X 1 Gigabit

Minimum Interface Required on the Firewall :

8X 10G BASE T Ethernet Interface (RJ45)
4X10G Gigabit (SFP+)
4 X 1 Gigabit

Refer to SNo 1

12

The firewall should include perpetual
license to meet all the required RFP
specifications without any dependency on
the Internet during the warranty and AMC
period.

The firewall should include perpetual/
subscription based license to meet all the
required RFP specifications without any
dependency on the Internet ( other than for
update and threat intel) during the warranty
and AMC period.

The clause has been revised as

“The firewall should include perpetual/
subscription based license to meet all the
required RFP specifications without any
dependency on the Internet ( other than
for update and threat intel) during the
warranty and AMC period without any
financial implications to the purchaser
(IMD)”

e @ Bl
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13

The firewall should have minimum system
memory 480GB SSD + 2TB additional for
logs storage and minimum 48GB of RAM

from day 1.

The firewall solution should have a
minimum memory of 900 GB from day one
with capability to integrate with external
storage like syslog and minimum 48GB of

' RAM from day 1.

Refer to SNo 2

14

35

Firewall solution should support AAA and
RADIUS , TACACS+ authentication

Firewall solution should support AAA and
RADIUS /TACACS+ authentication

The clause has been revised as

“Firewall solution should support AAA and
RADIUS /TACACS+ authentication”

15

37

Firewall should incorporate Sandbox
solution license and should be able to
perform dynamic threat analysis on such as
EXEs, DLLs, ZIP files, PDF documents, Office
Documents, Java, Android APKs, Adobe
Flash applets, Web pages that include high-
risk embedded content like
JavaScript. Adobe Flash files. MAC OS and
DMG file types.

Firewall should incorporate Sandbox solution
license and should be able to perform
dynamic
threat analysis on such as EXEs, DLLs, ZIP files,
PDF documents, Office Documents, Java,
Adobe Flash applets, Web pages that include
high-risk embedded content like
JavaScript. Adobe Flash files.

The clause has been revised as

“ Firewall should incorporate Sandbox
solution license and should be able to
perform dynamic threat analysis on such as
EXEs, DLLs, ZIP files, PDF documents, Office
Documents, Java, Adobe Flash applets,
Web pages that include high-risk
embedded content like JavaScript. Adobe
Flash files”

16

53

Firewall Solution should block web plug-ins
such as ActiveX, Java Applet, and Cookies.

Please remove the clause

As per RFP only

17

78

Firewall should obtain minimum ICSA
certification

Firewall should obtain minimum ICSA
certification or equivalent

This clause is removed

18

82

The OEM must have "Recommended" rating
with min 97% Evasion proof capability and
min 97% Security Effectiveness as per 2019

NSS Labs Next Generation Firewall
Comparative Test Report. Documentary
proof to be attached.

As discussed during prebid, request to remove
the clause

Refer to SNo 8

e
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19

83

The OEM Protection License with updates
for Application Visibility & Control, Layer3 -
Layer 4. NAT, Wireless, IPS, User Identity,
VPN (IPSEC & SSL-for the users mentioned),
Web Security Essentials/URL Filtering,
Advance Malware/threat Protection,
Antivirus, Antispam to be provided during
warranty and CAMC period of the contract.

The OEM Protection License with updates for
Application Visibility & Control, Layer3 - Layer
4. NAT, IPS, User Identity, VPN (IPSEC & SSL-
for the users mentioned), Web Security

provided during warranty and CAMC period of

Essentials/URL Filtering, Advance
Malware/threat Protection, Antivirus,
Antispam to be

the contract.

Refer to SNo 9

Response to Email received from M/s. Check Point

No.

I

| Clause
No.

Technical Specification

Suggested Change

IMD’s Response

20

Minimum interface required in Firewall - 12x10
G Base-T Ethernet Interfaces (RJ 45), 10x10
Gigabit (SFP+), 4x1 Gigabit

"Minimum interface required in Firewall - 8x10 G
Base-T Ethernet Interfaces (RJ 45), 8x10 Gigabit
(SFP+), 4x1 Gigabit"

Refer to SNo 1

21

The Firewall solution should include perpetual
licenses to meet all the required RFP
specification without any dependency on the
internet during warranty and CAMC period.

" The Firewall solution should include
perpetual/subscription licenses to meet all the
required RFP specification without any dependency
on the internet during warranty and CAMC period.

Refer to SNo 12

22

The Firewall should have minimum system
memory 480 GB SSD+ 2TB additional for logs
storage and minimum of 48 GB of RAM from day
1.

“The Firewall should have minimum system
memory 950 GB SSD & minimum 2 TB storage at
centralized management for log storage and
minimum of 48 GB of RAM from day 1 & RAM
should be expandable to 64 GB for future
requirement in same appliance."

Refer to SNo 2
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23

10

The Firewall Throughput with all services enable
should support minimum 25 GBPS real-world/
production/ Enterprise Testing Performance/ or
with 64 Bytes of packets NGFW (FW, IPS, VPN
Web filtering) performance throughput or
higher.

" The Firewall Throughput with all services enable
should support minimum 50 Gbps real-world/
production/ Enterprise Testing Performance."

" As per RFP only

24

11

Minimum NGFW Threat protection throughput
by enabling and measured with Application-
ID/AVC/, User ID/ Agent ID/ NGIPS/, Antivirus,
Anti- spyware, Anti Malware, File blocking,
advanced DNS security and logging security
threat protection features enabled - minimum
15 Gbps considering 95% HTTP/ Application mix
flows with 64 KB transaction size.

" Minimum NGFW Threat protection throughput by
enabling and measured with Application-ID/AVC/,
User ID/ Agent ID/ NGIPS/, Antivirus, Anti- spyware,
Anti Malwar, URL Filtering, DNS security and logging
security threat protection features enabled -
minimum 15 Gbps in Enterprise Testing Condition."

As per RFP only

25

12

Firewall should support at least 2000000
concurrent session at L7.

For optimial sizing and performance we request to
please modify this point as" Firewall should support
at least 6000000 concurrent session at Layer 7".

Refer to SNo 3

26

13

Firewall should support at least 200000
connection per second at L7.

For optimial sizing and performance we request to
please modify this point as" Firewall should support
at least Firewall should support at least 500000
connection per second at Layer 7".

Refer to SNo 4

27

20

Firewall should be capable of dynamically tuning
IPS sensors (e.g. selection rules, configuration
policies, updation policies) with minimal human
intervention.

As discussed during prebid, request to remove the
clause

This clause is removed

28

21

Firewall should support more than 20000 IPS
and 3000 application layer risk-based controls
that can invoke tailored intrusion prevention
system (IPS) threat detection policies to
optimize security effectiveness.

" Firewall should support more than 15000 IPS and
10000 application layer risk-based controls that can
invoke tailored intrusion prevention system (IPS)
threat detection policies to optimize security
effectiveness.

Refer to SNo 5

d &
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This clause has been revised as

29

46

The firewall should support for SSL VPN tunnel
mode that supports all operating systems.

We request to please modify this point as" The
firewall should support for SSL VPN tunnel mode
that supports all known OS like Windows, macQS,

and Linux .

“The firewall should support for

SSL VPN tunnel mode that
supports all major operating
system like Windows Linux”

This clause has been revised as

30

47

The firewall systems should provide SSL VPN
tunnel mode that supports all operating
systems.

We request to please modify this point as" The

firewall systems should provide SSL VPN tunnel

mode that supports all known OS like Windows,
macOS§, and Linux .

that supports all major operating

“The firewall systems should
provide SSL VPN tunnel mode

system like Windows Linux”

31

61

i firewall administration the central management

Firewall solutions should provide on devices as
well as centralised management and recruiting
solution with complete feature priority on

and reporting solutions should be a dedicated
OEM appliance virtual/machine with the
required software license bundle from day one

Firewall solutions should provide on devices or
centralised management and recruiting solution
with complete feature priority on firewall
administration the central management and
reporting solutions should be a dedicated OEM
appliance virtual/physical with the required
software license bundle along with hardware in
case of virtual appliance from day one

Agreed subject to arranging of
all H/W and S/W for centralised
management console without
any financial liability to the
purchaser.

This clause has been revised as

32

71

Bidder may provide the additional
hardware/software to achieve complete
visibility, automation and centralised
management of the devices along with other
features specified under monitoring
management and upgradation

" Bidder may provide the additional
hardware/software to achieve complete visibility,
monitoring and centralised management of the
devices along with other features specified under
monitoring management and upgradation"”

“Bidder may provide the
additional hardware/software to
achieve complete visibility,
monitoring and centralised
management of the devices
along with other features
specified under monitoring
management and upgradation”

33

83

The OEM protection license with update for
application visuality & control, Layer 3-Layer 4,
NAT, wireless, IPS, user identity, VPN (IPSEC and

SSL for the user mentioned) Web security
essential/URL filtering. Advanced

Malware/Threat Protection, Antivirus, Antispam

The OEM protection license with update for
application visuality & control, Layer 3-Layer 4, NAT,
IPS, user identity, VPN (IPSEC and SSL for the user
mentioned) Web security essential/URL filtering.
Advanced Malware/Threat Protection, Antivirus,

Refer to SNo 9

Antispam to be provided during warranty and
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to be provided during warranty and CAMC
period of the contract

CAMC period of the contract

Response to Email received from M/s. CISCO

S. | Clause . e IMD’s
No. No. Technical Specification Suggested Change -
Minimum Interface Required on the Firewall Minimum Interface Required on the Firewall :
34 5 12X 10G BASE T Ethernet Interface (RJ45) 8X 10G BASE T Ethernet Interface (RJ45) Refer to
10X10G Gigabit (SFP+) 4X10G Gigabit (SFP+) SNo 1
4 X 1 Gigabit 4 X 1 Gigabit
The fi i tual iption b
The firewall should include perpetual license to meet all the . & finesual straid mcludg perpetua /.s.ubs.crlptlo.n aged
. e . license to meet all the required RFP specifications without any | Refer to
35 7 required RFP specifications without any dependency on the
Internet during the warranty dnd AMC petiod dependency on the Internet ( other than for update and SNo 12
& ¥ P ' threat intel) during the warranty and AMC period.
The fi Il should h ini t 480GB
@ s s_(.)u d have minimum system .m.emory o The firewall solution should have a minimum memory of 900 Refer to
36 8 SSD + 2TB additional for logs storage and minimum 48GB of .
GB from day one and minimum 48GB of RAM from day 1. SNo 2
RAM from day 1.
37 35 Firewall solution should support AAA and RADIUS , TACACS+ Firewall solution should support AAA and RADIUS /TACACS+ Refer to
authentication authentication SNo 14
Firewall should incorporate Sandbox solution license and Firewall should incorporate Sandbox solution license and
should be able to perform dynamic threat analysis on such as | should be able to perform dynamic threat analysis on such as Referto
38 37 EXEs, DLLs, ZIP files, PDF documents, Office Documents, Java, | EXEs, DLLs, ZIP files, PDF documents, Office Documents, Java, SNo 15
Android APKs, Adobe Flash applets, Web pages that include Adobe Flash applets, Web pages that include high-risk
high-risk embedded content like embedded content like JavaScript. Adobe Flash files.
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JavaScript. Adobe Flash files. MAC OS and DMG file types.
. the cl : ility i
3. Firewall Solution should block web plug-ins such as ActiveX, llcase renmeye: theCialss Il wiled Eapauli N v.ery old Refer to
39 53 . technology blocked by default by web browsers and is hence
Java Applet, and Cookies. ) . . SNo 16
irrelevant in todays time.
) o i e . . : Refer to
40 78 Firewall should obtain minimum ICSA certification As discussed during prebid, request to remove the clause SNo 17
The OEM must have "Recommended" rating with min 97%
Evasion proof capability and min 97% Security Effectiveness . , . Refer to
A dd tt
4 42 as per 2019 NSS Labs Next Generation Firewall Comparative s discussed during prebid, request to remove the clause SNo 8
Test Report. Documentary proof to be attached.
! The OEM Protection License with updates for Application The OEM Protection License with updates for Application
i Visibility & Control, Layer3 - Layer 4. NAT, Wireless, IPS, User Visibility & Control, Layer3 - Layer 4. NAT, IPS, User Identity,
47 83 Identity, VPN (IPSEC & SSL-for the users mentioned), Web VPN (IPSEC & SSL-for the users mentioned), Web Security Refer to
1 Security Essentials/URL Filtering, Advance Malware/threat Essentials/URL Filtering, Advance Malware/threat Protection, SNo 9
l Protection, Antivirus, Antispam to be provided during Antivirus, Antispam to be provided during warranty and
l‘ warranty and CAMC period of the contract. CAMC period of the contract.
Response to Email received from M/s. Aura Emanating Teknology
S. | Clause ) e IMD’s
No. No. Technical Specification Suggested Change Response
. 2 R "Minimum interface required in Firewall - 8x10 G Base-T Refer to
Minimum interface required in Firewall - 12x10 G Base-T L S
. . . t Interf, RJ 45), 8x10 Gigabit (SFP+), 4
+ > Ethernet Interfaces (RJ 45), 10x10 Gigabit (SFP+), 4x1 Gigabit Eshernet [riertaces( b Bx igabit | ) 41 Gigabit shia g
Page 9 of 25
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As per industry standard majority of leading OEM offers
The Firewall solution should include perpetual licenses to subscnptlor! modeI! ealy, ﬁence e re.quest = pl.ease FHRvRITY
. cg s ; this point as " The Firewall solution should include
meet all the required RFP specification without any sor . Refer to
44 7 . : perpetual/subscription licenses to meet all the required RFP
dependency on the internet during warranty and CAMC oL . . ) SNo 12
eriod specification without any dependency on the internet during
P ' warranty and CAMC period.
As per industry standard majority of leading OEM offers fixed
SSD options in firewall, for addtional logs storage centralized
- is | H I if
The Firewall should have minimum system memory 480 GB man'agenjent ° “everag.ed, ence we requesF t_o pleage amodify
- . this point as " The Firewall should have minimum system Refer to
45 8 SSD+ 2TB additional for logs storage and minimum of 48 GB . )
of RAM from dav 1 memory 950 GB SSD & minimum 2 TB storage at centralized SNo 2
v management for log storage and minimum of 48 GB of RAM
from day 1 & RAM should be expandable to 64 GB for future
requirement in same appliance."
The Firewall Throughput with all services enable should
support minimum 25 GBPS real-world/ production/ " The Firewall Throughput with all services enable should .
46 10 Enterprise Testing Performance/ or with 64 Bytes of packets | support minimum 50 Gbps real-world/ production/ Enterprise SNo 23
NGFW (FW, IPS, VPN Web filtering) performance throughput Testing Performance."
or higher.
Minimum NGFW Threat protection throughput by enabling
and measured with Application-ID/AVC/, User ID/ Agent ID/ " Minimum NGFW Threat protection throughput by enabling
NGIPS/, Antivirus, Anti- spyware, Anti Malware, File and measured with Application-ID/AVC/, User ID/ Agent ID/ Refer to
47 11 blocking, advanced DNS security and logging security threat NGIPS/, Antivirus, Anti- spyware, Anti Malwar, URL Filtering, SNo 24
protection features enabled - minimum 15 Gbps considering DNS security and logging security threat protection features
95% HTTP/ Application mix flows with 64 KB transaction enabled - minimum 15 Gbps in Enterprise Testing Condition."
size.
; For optimial sizing and performance we request to please
h tleast 2 00 t L . R
48 12 Firewall shauld support'a \east 2000000 concurrent: modify this point as" Firewall should support at least 6000000 gter i
session at L7. ; i SNo 3
concurrent session at Layer 7".
For optimial sizing and performance we request to please
49 13 Firewall should support at least 200000 connection per modify this point as" Firewall should support at least Firewall Refer to
second at L7. should support at least 500000 connection per second at Layer SNo 4
7".

ot WZM@/&W&
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Firewall should be capable of dynamically tuning IPS sensors Refer to
50 20 (e.g. selection rules, configuration policies, updation As discussed during prebid, request to remove the clause SNo 27
policies) with minimal human intervention.
Firewall should support more than 20000 IPS and 3000 Firewall should support more than 15000 IPS and 10000
51 21 application layer risk-based controls that can invoke tailored application layer risk-based controls that can invoke tailored Refer to
intrusion prevention system (IPS) threat detection policies intrusion prevention system (IPS) threat detection policies to SNo 5
to optimize security effectiveness. optimize security effectiveness.
) We re t | dify thi int as" The firewall should
The firewall should support for SSL VPN tunnel mode that QUES [0 Bsise Madily Shis peipkas™ the ivawallshoy Refer to
52 46 AT R ——— support for SSL VPN tunnel mode that supports all known OS SNo 29
PP P g3y ’ like Windows, macQS, and Linux .
. . w dify thi i ! fi
The firewall systems should provide SSL VPN tunnel mode e request t.o pledse modiry thispaint a5’ Te firewall systens Refer to
53 47 that subports all operating systems should provide SSL VPN tunnel mode that supports all known SNo 30
PP P &5 ' OS like Windows, macQS, and Linux .
Firewall solutions should provide on devices as well as "Firewall solutions should provide on devices or centralised
centralised management and recruiting solution with management and recruiting solution with complete feature
54 61 complete feature priority on firewall administration the priority on firewall administration the central management and Refer to
central management and reporting solutions should be a reporting solutions should be a dedicated OEM appliance SNo 31
dedicated OEM appliance virtual/machine with the required | virtual/physical with the required software license bundle along
software license bundle from day one with hardware in case of virtual appliance from day one
Bidder may provide the additional hardware/software to Bidder may provide the additional hardware/software to
55 71 achieve complete visibility, automation and centralised achieve complete visibility, monitoring and centralised Refer to
management of the devices along with other features management of the devices along with other features specified SNo 32
specified under monitoring management and upgradation under monitoring management and upgradation
" . o Wireless i t a feat Ent ise fir II, h
The OEM protection license with update for application IFE1ess 1S not a Tea Lfre Of. n e.rprl B AMEREN  HRARS vye
- . request to please modify this point as The OEM protection
visuality & €ontrol, Layer JALayera, NAT, wireless, (PG, Liser license with update for application visuality & control, Layer 3
identity, VPN (IPSEC and SSL for the user mentioned) Web P ) pp. v i =2y Refer to
56 83 . ) e Layer 4, NAT, IPS, user identity, VPN (IPSEC and SSL for the user
security essential/URL filtering. Advanced Malware/Threat . . . e SNo 9
. L . . . mentioned) Web security essential/URL filtering. Advanced
Protection, Antivirus, Antispam to be provided during . . . .
; Malware/Threat Protection, Antivirus, Antispam to be provided
warranty and CAMC period of the contract . :
during warranty and CAMC period of the contract
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Response to Email received from M/s. Resseaux Technology Pvt. Ltd.

S. | Clause . e IMD’s
No. No. Technical Specification Suggested Change T
57 5 Minimum interface required in Firewall - 12x10 G Base-T "Minimum interface required in Firewall - 8x10 G Base-T Refer to
Ethernet Interfaces (RJ 45), 10x10 Gigabit (SFP+), 4x1 Gigabit Ethernet Interfaces (RJ 45), 8x10 Gigabit (SFP+), 4x1 Gigabit" SNo 1
The Fi Il soluti Id includ [ i t . ) . .
b Firewal solu |on. should inc u. (.e pe'rpetu.a censes to " The Firewall solution should include perpetual/subscription
meet all the required RFP specification without any ; . e . Refer to
58 7 ; ) licenses to meet all the required RFP specification without any
dependency on the internet during warranty and CAMC . . . SNo 12
- dependency on the internet during warranty and CAMC period.
As per industry standard majority of leading OEM offers fixed
SSD options in firewall, for addtional logs storage centralized
tis| t to pl di
The Firewall should have minimum system memory 480 GB manégerr?en '° lleveraged, Hence we reques. 9 plaase MGy
s . this point as " The Firewall should have minimum system Refer to
59 8 SSD+ 2TB additional for logs storage and minimum of 48 GB . .
of RAM from dav 1 memory 950 GB SSD & minimum 2 TB storage at centralized SNo 2
¥ & management for log storage and minimum of 48 GB of RAM
from day 1 & RAM should be expandable to 64 GB for future
requirement in same appliance."
The Firewall Throughput with all services enable should
support minimum 25 GBPS real-world/ production/ " The Firewall Throughput with all services enable should
. . . - ! . Refer to
60 10 Enterprise Testing Performance/ or with 64 Bytes of packets support minimum 50 Gbps real-world/ production/ Enterprise SNo 23
NGFW (FW, IPS, VPN Web filtering) performance throughput Testing Performance."
or higher.
Minimum NGFW Threat protection throughput by enabling " Minimum NGFW Threat protection throughput by enabling
and measured with Application-ID/AVC/, User ID/ Agent ID/ and measured with Application-ID/AVC/, User ID/ Agent ID/ -
61 11 NGIPS/, Antivirus, Anti- spyware, Anti Malware, File blocking, NGIPS/, Antivirus, Anti- spyware, Anti Malwar, URL Filtering, SNo 24
advanced DNS security and logging security threat DNS security and logging security threat protection features
protection features enabled - minimum 15 Gbps considering enabled - minimum 15 Gbps in Enterprise Testing Condition."
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95% HTTP/ Application mix flows with 64 KB transaction size.
Firewall should support at least 2000000 concurrent Fo'r optn.m|al'5|zmgl ahd prifarTRRItG e requEstLe please Refer to
62 12 . modify this point as" Firewall should support at least 6000000
session at L7. ; i SNo 3
concurrent session at Layer 7".
For optimial sizing and performance we request to please
63 13 Firewall should support at least 200000 connection per modify this point as" Firewall should support at least Firewall Refer to
second at L7. should support at least 500000 connection per second at Layer SNo 4
7".
Firewall should be capable of dynamically tuning IPS sensors
: : : ;. . .. . . . Refer to
64 20 (e.g. selection rules, configuration policies, updation policies) As discussed during prebid, request to remove the clause SNo 27
with minimal human intervention.
Firewall should support more than 20000 IPS and 3000 “Firewall should support more than 15000 IPS and 10000
65 21 application layer risk-based controls that can invoke tailored application layer risk-based controls that can invoke tailored Refer to
intrusion prevention system (IPS) threat detection policies to intrusion prevention system (IPS) threat detection policies to SNo 5
optimize security effectiveness. optimize security effectiveness.
The firewall should support for SSL VPN tunnel mode that WieiRnmEt to please modify this peint a8, The firewsll shput Refer to
66 46 supporis all opersting systexs, support for SSL VPN tunnel mode that supports all known OS SNo 29
like Windows, macQS, and Linux .
The firewall systems should provide SSL VPN tunnel mode W request t.o please moidity this peintas” Toe tirewal systems Refer to
67 47 T —— should provide SSL VPN tunnel mode that supports all known SNo 30
0S like Windows, macOS, and Linux .
Firewall solutions should provide on devices as well as " Firewall solutions should provide on devices or centralised
centralised management and recruiting solution with management and recruiting solution with complete feature
68 61 complete feature priority on firewall administration the priority on firewall administration the central management and | Refer to
central management and reporting solutions should be a reporting solutions should be a dedicated OEM appliance SNo 31
dedicated OEM appliance virtual/machine with the required | virtual/physical with the required software license bundle along
software license bundle from day one with hardware in case of virtual appliance from day one
Bidder may provide the additional hardware/software to " Bidder may provide the additional hardware/software to
69 71 achieve complete visibility, automation and centralised achieve complete visibility, monitoring and centralised Refer to
management of the devices along with other features management of the devices along with other features specified | SNo 32
specified under monitoring management and upgradation under monitoring management and upgradation”
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s ; Xy Wireless is not a feature of Enterprise firewall, hence we
The OEM protection license with update for application ; ; ; .
. . . request to please modify this point as The OEM protection
visuality & control, Layer 3-Layer 4, NAT, wireless, IPS, user license with update for application visuality & control, Layer 3
identity, VPN (IPSEC L for th ti b ' " | Refert
70 83 |dent'|ty, e (. S5 anq SS. for the user. meftiongd] We Layer 4, NAT, IPS, user identity, VPN (IPSEC and SSL for the user elerio
security essential/URL filtering. Advanced Malware/Threat ) . / i SNo 9
. e . . . mentioned) Web security essential/URL filtering. Advanced
Protection, Antivirus, Antispam to be provided during : L . .
. Malware/Threat Protection, Antivirus, Antispam to be provided
warranty and CAMC period of the contract ; .
during warranty and CAMC period of the contract
Response to Email received from M/s. Esconet Technology
S. | Clause : e - IMD’s
No. N, Technical Specification Suggested Change Respanse
71 5 Minimum interface required in Firewall - 12x10 G Base-T "Minimum interface required in Firewall - 8x10 G Base-T Refer to
Ethernet Interfaces (RJ 45), 10x10 Gigabit (SFP+), 4x1 Gigabit Ethernet Interfaces (RJ 45), 8x10 Gigabit (SFP+), 4x1 Gigabit" SNo 1
Fi I ti hould i d li . . . -
The Firewali said Ion. el |nclu. (.3 pe.rpetu.al icenses to " The Firewall solution should include perpetual/subscription
meet all the required RFP specification without any . . N . Refer to
72 7 ; ) licenses to meet all the required RFP specification without any
dependency on the internet during warranty and CAMC . . ] SNo 12
—-— dependency on the internet during warranty and CAMC period.
" The Firewall should have minimum system memory 950 GB
The Firewall should have minimum system memory 480 GB SSD & minimum 2 TB storage at centralized management for Refer to
73 8 SSD+ 2TB additional for logs storage and minimum of 48 GB log storage and minimum of 48 GB of RAM from day 1 & RAM SNo 2
of RAM from day 1. should be expandable to 64 GB for future requirement in same
appliance."

W%“LM@@W
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The Firewall Throughput with all services enable should
support minimum 25 GBPS real-world/ production/ " The Firewall Throughput with all services enable should Refer to
74 10 Enterprise Testing Performance/ or with 64 Bytes of packets support minimum 50 Gbps real-world/ production/ Enterprise SNo 23
NGFW (FW, IPS, VPN Web filtering) performance throughput Testing Performance."
or higher.
Mini NGFW Threat protection th hput b bli . . .
nimum ; rea 'pro. ection throughput by enabling " Minimum NGFW Threat protection throughput by enabling
and measured with Application-ID/AVC/, User ID/ Agent ID/ . L
. . . . . and measured with Application-ID/AVC/, User ID/ Agent ID/
NGIPS/, Antivirus, Anti- spyware, Anti Malware, File blocking, . . . . Refer to
75 11 . . . . NGIPS/, Antivirus, Anti- spyware, Anti Malwar, URL Filtering,
advanced DNS security and logging security threat protection . . . . SNo 24
L . DNS security and logging security threat protection features
fesiupes ermbiled - il 15 GhpseonmEdering 950 HT TF/ enabled - minimum 15 Gbps in Enterprise Testing Condition."
Application mix flows with 64 KB transaction size. P P & '
76 12 Firewall should support at least 2000000 concurrent " Firewall should support at least 6000000 concurrent session Refer to
session at L7. at Layer 7". SNo 3
77 13 Firewall should support at least 200000 connection per " Firewall should support at least Firewall should support at Refer to
second at L7. least 500000 connection per second at Layer 7". SNo 4
Firewall should be capable of dynamically tuning IPS sensors
) : ) . : - : . : . . Refer to
78 20 (e.g. selection rules, configuration policies, updation policies) As discussed in prebid, request to please remove this point. SNo 27
with minimal human intervention.
Firewall should support more than 20000 IPS and 3000 Firewall should support more than 15000 IPS and 10000
79 91 application layer risk-based controls that can invoke tailored application layer risk-based controls that can invoke tailored Refer to
intrusion prevention system (IPS) threat detection policies to intrusion prevention system (IPS) threat detection policies to SNo 5
optimize security effectiveness. optimize security effectiveness.
The firewall should support for SSL VPN tunnel mode that We request to please modify this point as” The firewall should Refer to
80 46 subborts all operating svsterms support for SSL VPN tunnel mode that supports all known OS SNo 29
PP P B ' like Windows, macQOS, and Linux .
. w t to pl dify thi int as" The fi Il syst
The firewall systems should provide SSL VPN tunnel mode o .0 iasaiaalbndicint st i ann Refer to
81 47 that subnorts all operating svstems should provide SSL VPN tunnel mode that supports all known SNo 30
PP P &3y ' 0S like Windows, macOS, and Linux .
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Firewall solutions should provide on devices as well as " Firewall solutions should provide on devices or centralised
centralised management and recruiting solution with management and recruiting solution with complete feature
82 61 complete feature priority on firewall administration the priority on firewall administration the central management and | Referto
central management and reporting solutions should be a reporting solutions should be a dedicated OEM appliance SNo 31
dedicated OEM appliance virtual/machine with the required virtual/physical with the required software license bundle along
software license bundle from day one with hardware in case of virtual appliance from day one
Bidder may provide the additional hardware/software to " Bidder may provide the additional hardware/software to
33 71 achieve complete visibility, automation and centralised achieve complete visibility, monitoring and centralised Refer to
management of the devices along with other features management of the devices along with other features specified SNo 32
specified under monitoring management and upgradation under monitoring management and upgradation”
. . S i i t f ise fi ,h
The OEM protection license with update for application Witeless 15 not artea gre £ .Ente.rpnse firewll, herice We
. . . request to please modify this point as The OEM protection
visuality & control, Layer 3-Layer 4, NAT, wireless, IPS, user license with update for application visuality & control, Layer 3
identity, VPN (IP L [ W ’ ) f
84 83 iden Fty' N (. o an(?l SS. far thes e mentiones) Web Layer 4, NAT, IPS, user identity, VPN (IPSEC and SSL for the user peter to
security essential/URL filtering. Advanced Malware/Threat . ) . o SNo 9
. . ) . . mentioned) Web security essential/URL filtering. Advanced
Protection, Antivirus, Antispam to be provided during . o s . .
warranty and CAMC period of the cantract Malware/Threat Protection, Antivirus, Antispam to be provided
¥ P during warranty and CAMC period of the contract
Response to Email received from M/s. Cyber Force Digital
S. | Clause IMD’s
T . B g h
No. No. echnical Specification Suggested Change Response
85 5 Minimum interface required in Firewall - 12x10 G Base-T “Minimum interface required in Firewall - 8x10 G Base-T Refer to
Ethernet Interfaces (RJ 45), 10x10 Gigabit (SFP+), 4x1 Gigabit Ethernet Interfaces (RJ 45), 8x10 Gigabit (SFP+), 4x1 Gigabit" SNo 1
The Fi Il soluti hould includ tual i t ) ) ) i~
R iG] aeie lon. should nc u. (.3 pgrpe u.a ingrsesite " The Firewall solution should include perpetual/subscription
meet all the required RFP specification without any . . e . Refer to
86 7 . . licenses to meet all the required RFP specification without any
dependency on the internet during warranty and CAMC . . ) SNo 12
period dependency on the internet during warranty and CAMC period.

P
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" The Firewall should have minimum system memory 950 GB
The Firewall should have minimum system memory 480 GB SSD & minimum 2 TB storage at centralized management for Refer to
87 8 SSD+ 2TB additional for logs storage and minimum of 48 GB log storage and minimum of 48 GB of RAM from day 1 & RAM SNo 2
of RAM from day 1. should be expandable to 64 GB for future requirement in same
appliance."
The Firewall Throughput with all services enable should.
support minimum 25 GBPS real-world/ production/ The Firewall Throughput with all services enable should support Refarto
88 10 Enterprise Testing Performance/ or with 64 Bytes of packets minimum 50 Gbps real-world/ production/ Enterprise Testing SNo 23
NGFW (FW, IPS, VPN Web filtering) performance throughput Performance."
or higher.
ini NGFW Threat tection th i
Minimum . red .pro' REtion tirvughput by sostling Minimum NGFW Threat protection throughput by enabling and
and measured with Application-ID/AVC/, User ID/ Agent ID/ ) .
. . . . . measured with Application-ID/AVC/, User ID/ Agent ID/ NGIPS/,
| NGIPS/, Antivirus, Anti- spyware, Anti Malware, File blocking, 7 3 . . S Refer to
89 11 . . . . Antivirus, Anti- spyware, Anti Malwar, URL Filtering, DNS
| advanced DNS security and logging security threat protection . ) . ] SNo 24
i e . security and logging security threat protection features enabled
. features enabled - minimum 15 Gbps considering 95% HTTP/ - minimum 15 Gbos in Enterorise Testing Condition.”
Application mix flows with 64 KB transaction size. P P & '
. For optimial sizing and performance we request to please
F Il should t at least 2000000 t . . . . Refer t
90 12 EMEDL STRLI SRt 'a eas concurren modify this point as" Firewall should support at least 6000000 ererto
session at L7. ) i SNo 3
concurrent session at Layer 7".
For optimial sizing and performance we request to please
91 13 Firewall should support at least 200000 connection per modify this point as" Firewall should support at least Firewall Refer to
second at L7. should support at least 500000 connection per second at Layer SNo 4
7".
Firewall should be capable of dynamically tuning IPS sensors
. ) . . . . . . . Refer to
92 20 (e.g. selection rules, configuration policies, updation policies) As discussed during prebid, request to remove the clause SNo 27
with minimal human intervention.
Firewall should support more than 20000 IPS and 3000 " Firewall should support more than 15000 IPS and 10000
93 91 application layer risk-based controls that can invoke tailored application layer risk-based controls that can invoke tailored Refer to
intrusion prevention system (IPS) threat detection policies to intrusion prevention system (IPS) threat detection policies to SNo 5
optimize security effectiveness. optimize security effectiveness.
Page 17 of 2
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94

46

The firewall should support for SSL VPN tunnel mode that
supports all operating systems.

We request to please modify this point as" The firewall should
support for SSL VPN tunnel mode that supports all known OS
like Windows, macOS, and Linux .

Refer to
SNo 29

95

47

The firewall systems should provide SSL VPN tunnel mode
that supports all operating systems.

We request to please modify this point as" The firewall systems
should provide SSL VPN tunnel mode that supports all known
0S like Windows, macQS, and Linux .

Refer to
SNo 30

96

61

Firewall solutions should provide on devices as well as
centralised management and recruiting solution with
complete feature priority on firewall administration the
central management and reporting solutions should be a
dedicated OEM appliance virtual/machine with the required
software license bundle from day one

" Firewall solutions should provide on devices or centralised
management and recruiting solution with complete feature
priority on firewall administration the central management and
reporting solutions should be a dedicated OEM appliance
virtual/physical with the required software license bundle along
with hardware in case of virtual appliance from day one

Refer to
SNo 31

97

71

Bidder may provide the additional hardware/software to
achieve complete visibility, automation and centralised
management of the devices along with other features

specified under monitoring management and upgradation

Bidder may provide the additional hardware/software to
achieve complete visibility, monitoring and centralised
management of the devices along with other features specified
under monitoring management and upgradation”

Refer to
SNo 32

98

83

The OEM protection license with update for application
visuality & control, Layer 3-Layer 4, NAT, wireless, IPS, user
identity, VPN (IPSEC and SSL for the user mentioned) Web
security essential/URL filtering. Advanced Malware/Threat

Protection, Antivirus, Antispam to be provided during
warranty and CAMC period of the contract

Wireless is not a feature of Enterprise firewall, hence we
request to please modify this point as The OEM protection
license with update for application visuality & control, Layer 3-
Layer 4, NAT, IPS, user identity, VPN (IPSEC and SSL for the user
mentioned) Web security essential/URL filtering. Advanced
Malware/Threat Protection, Antivirus, Antispam to be provided
during warranty and CAMC period of the contract

Refer to
SNo 9

" @ @Wﬂ
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Response to Email received from M/s. Fortinet

S. IMD’s
Cl No. Technical Specificati S ted Ch
No. ause No echnical Specification uggeste ange Response
Iltem Minimum interface Required in Firewall: 12x 10 G . . —
. . . . M Interf R dinF II: 12 x 1G BASE-
99 | 1.1 Architecture BASE-T Ethernet interfaces (RI-45), 10 x 10 Gigabit 'T”'ETh“eTne”t ;enrt:rcf; C:Sq(“R'JrZS')” . ';el“G’a 10 SFXP+G ofti Rselif;' ;o
Clause 5 (SFP+), 4 x 1 Gigabit. ! P
Iltem The firewall should have minimum system memory 480 The firewall should have minimum system memory of Refsrts
100 | 1.1 Architecture GB SSD + 2 TB additional for logs storage and minimum 32 GB of RAM from day one. THe solution should SNo 2
Clause 8 of 48 GB of RAM from day one. provide on-premise 4 TB additional for logs storage.
It
em Firewall should support at least 20,00,000 concurrent Firewall should support at least 2 Million concurrent Refer to
101 | 1.2 Performance . .
sessions at L7. sessions. SNo 3
Clause 12
|
B Firewall should support at least 2,00,000 connections Firewall should support at least 2,00,000 connections Refer to
102 1,4 PerloTiance er second at L7 er second SNo 4
Clause 13 P ' P '
. 21. Firewall should support more than 20,000 IPS and Firewall should support more than 15,000 IPS and 3000
Item 1.3 Firewall L . L .
103 Features 3000 application layer and risk-based controls that can application layer and risk-based controls that can Refer to
- invoke tailored intrusion prevention system (IPS) threat | invoke tailored intrusion prevention system (IPS) threat SNo 5
detection policies to optimize security effectiveness. detection policies to optimize security effectiveness.
Item 1.3 Firewall
i i Ref
104 Features Firewall Solution should have Standard and extended Elrewall Salution should ave ACL support, efer to
Clause 34 ACLs support. SNo 6

P
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Iltem Firewall should be FCC Class A, CE Class A, VCCI Class A, " Firewall should be FCC Class A, CE Class A, VCCI Class A, Refer to
105 1.6 Certification CB, and Common Criteria Certified NDPP/NDCPP CB, and Common Criteria Certified DPP/NDCPP/EAL4 SNo 7
Clause 79 certified. certified.
The OE th “R ded" rati it i
The OEM must have a “Recommended" rating with min he OEM mu.s bl eco'rﬁmen ed” rating with min
Item . o . . 95% Evasion proof capability as per 2019 NSS lab
. 97% Evasion proof capability and min 97% Security . :
1.6 Additional ) . Breach Prevention Systems (BPS) report and min 90% Refer to
106 . Effectiveness as per 2019 NSS Labs Next Generation . .
Provisions ) . Security Effectiveness as per 2019 NSS Labs Next SNo 8
Firewall Comparative Test Report. Documentary proof . ; -
Clause 82 Generation Firewall Comparative Test Report.
to be attached.
Documentary proof to be attached.
The OEM Protection License with updates for The OEM Protection License with updates for
— Application Visibility & Control, Layer3-Layer 4, NAT, Application Visibility & Control, Layer3-Layer 4, NAT,
" Wireless, IPS, User Identity, VPN (IPSEC & SSL-for the IPS, User Identity, VPN (IPSEC & SSL-for the users
1.6 Additional ; . : ; . . . Refer to
107 Provisions users mentioned), Web Security Essentials/URL mentioned), Web Security Essentials/URL Filtering, SNo 9
Clause 83 Filtering, Advance Malware/threat Protection, Antivirus, Advance Malware/threat Protection, Antivirus,
Antispam to be provided during warranty and CAMC Antispam to be provided during warranty and CAMC
L period of the contract. period of the contract. J
Response to Email received from M/s. Velocis Systems
[ RFP ]
N<; Clause Section/Chapter Page Change Request IMD’s Response
) No.
Relevant Eligible Experience
: Kindly amend/modify as -
Number of UTM / F Il . )
de |;Tneenrt§of va|u/e aI;EIE:Iaast Rs Section VIIl: "Number of UTM / Firewall deployments of value at least
108 oy ) ’ Qualification Criteria 112 Rs. 1 Cr and above (single order) each completed in last 7 As per RFP
1 Cr and above (single order) _ . .
) Table A (TCM) years from the date of publishing of this RFP in
each completed in last 5 years India/Globally"
from the date of publishing of ¥
- this RFP

v
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Experience in successfully
completing network security
implementations / installation

Section VIII:

Kindly amend/modify as -
"Experience in successfully completing network security
implementations / installation specifically related to

ifically rel lificati s s
109 speFl ica y_re ated to Qualification Criteria 112 UTMABiewall in PSU / Govt. oraanisstions in the last 7 As per RFP
UTM/Firewall in PSU / Govt. Table A (TCM) L ) .
L . years from the date of publishing of this RFP in
organisations in the last 3 years India/Globally. "
in India/Globally. Y-
10.0 Documents AS et Jatest
Performance Security - relating to Bid Security . .
’ Request to change the same to @5% as mentioned as e- GFR rules, this
I 10% of th . d 8
210 | Appheslio IS of tne Qhder | B Ciataet 9,57 am PBG percentage of GeM Bid No. GEM/2025/B/6181079 | may be treated
Value Performance Security as 5%
(ITB Clause 13.2.4) ’
Kindly confirm exemption of EMD in line with exemption
clauses mentioned at Page 18, 19, 20 of General Terms and
10.0 Documents Conditions on GeM 4.0 (Version 1.24)
. relating to Bid Security dt 5th May 2025 - governing this bid.
D - 20 =
gq1 | EMP=APElcbls @ 2%0TORer | oop ol oo 0 and 8 Kindly also refer in GeM Bid No. GEM/2025/B/6181079 - ASYEF latost

Value

Performance Security
(ITB Clause 13.2.4)

Disclaimer 2. Seeking EMD submission from bidder(s),
including via Additional Terms & Conditions, in
contravention to exemption provided to such sellers under
GeM GTC.

rules.

Bhosor
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Response to Email received from M/s. Arch Network Technologies

S BEP IMD’s
) Clause Section/Chapter Page Change Request
No. Response
No.
Kindly amend/modify as -
Number of UTM/Firewall deployment of Number of UTM/Firewall deployments with a Please see
value atleast Rs.1 Cr and above (single Section VIII: Qualification value of at least Rs. 25 Lakh (single order), each
112 . . 112 i response at
order) each completed in last 5 years Criteria Table A (TCM) completed within the last 7 years from the date Sno 108
from the date of publishing of RFP. of publishing of the RFP, either in India or
globally.
Experience | successfully completing Kindly amend/modify as-
n'etwork §ecurity _implementation / Section VIiI: Qualification Experienc_e I .successfully Fompleting n_etwork Please see
113 installation specifically related to Criteria Table A (TCM) 112 security implementation / installation response at
UTM/Firewall in PSU/Govt. organisations specifically related to UTM/Firewall in PSU/Govt. Sno 109
in the last 3 years in India/globally. organisations in the last 7 years in India/globally.
10.0 Document related to
Performance Security - Applicable at 10% | Bid Security (ITB Clause 9.4) R?quest to change the:same to @5% ?S Pigase sae
114 of the ardervalue and performance security 8 mentioned as ePBG percentage of Gem Bid No. response at
(ITB Clause 13.2.4) GEM/2025/B/6181079 Sno 110
Kindly confirm exemption of EMD in line with
exemption clause mentioned at Page 18, 19, 20
of General terms and condition on Gem4.0
Bt?gegﬁrﬁ:\;n(le;; E:T;tseedgtz) (Version 1.24) dt. 25th May 2025 - governing this | Please see
115 EMD - Applicable @ 2% of Order value and performance security 8 bid. response at
(ITB Clause 13.2.4) Kindly also refer in GeM Bid No. Sno 111
GEM/2025/B/6181079 - Disclaimer 2. Seeking
EMD submission from bidder (s), including via
Additional Term & Conditions.

WA B
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Response to Email received from M/s. Esconet

S. IMD’s
|
No. Clause Change Request Resonse
Number of UTM/ Firewall deployments of value at least Rs.1Cr. Number of UTM/ Firewall/ WAF deployments of value at least Please see
116 & above (single order) each completed in last 5 years from the Rs.1Cr. & above (single order) each completed in last 5 years response at
date of publishing of this RFP. from the date of publishing of this RFP. Sno 108
Experience in successfully completing network security Experience in successfully completing network security
implementations/ installation specifically related to UTM/ implementations/ installation specifically related to UTM/ Please see
117 | Firewall in PSU/ Govt. organizations in the last 3 years in India/ Firewall/WAF in PSU/ Govt. organizations in the last 3 years in response at
Globally. India/ Globally. Sno 109
Response to Email received from M/s. Resseaux Tech
S. )
No Clause Change Request IMD’s Response
Number of UTM / Firewall deployments of Number of UTM / Firewall deployments of value at least Rs. 1 Cr. &
. . } Please see response at Sno
118 value at least Rs. 1 Cr. & above (Single Order) above (Single Order) each completed in the last 7 years from the date 108
each completed in the last 5 years from the of publishing of this RFP.
date of publishing of this RFP.
Experience in successfully completing network
security implementations / installation Experience in successfully completing network security Please see response at Sno
119 specifically related to UTM/Firewall in implementations / installation specifically related to UTM/Firewall in 102
PSU/Govt. organizations in the last 3 years in PSU/Govt. organizations in the last 7 years in India/Globally.
India/Globally.

b
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Number of qualified experts in network
security and UTM/Firewall solutions employed
from last 3 years in same organization.

The clause regarding certification specific to one OEM needs to be
removed, as no firewall OEM certifies an engineer for having
certifications from different OEMs for their respective hardware. So, As per RFP

120 .
» Min. 2 experts: 05 marks ) co _ . hat th
3-5 experts: 08 marks having c¢'ar-t|f|cat|on fr‘om a P'artlcualar OEM doles: t;’neans tI at the
>5 experts: 10 marks certified person is certified for other OEM's hardware also
The marks against this
. I i d
121 MIl Purchase Preference Gartner Firewall does not fall under MIl with this specification. clause will be-a'war'de 0
each participating

bidder/vendor.

Representation through GEM on Bid Number: GEM/2025/B/6181079

GeM

Query Bld/.RA Seller Query/Representation IMD’s Response
Section
No
Section Respected Officials, 1. Regarding Point No. 8 of Itfem 11 (Architecture) in the tec.hnical Agreed, If external all the HW and SW
1 VIl Clause specifications of the firewall:- Could you kmd!y clarify thfa requwernent for the additional 2 for accessibility to be provided by the
5 TB of storage? Is this storage intended to be integrated into the firewall in addition to the bidder without any financial
existing 480 GB SSD, or is it required as a separate device? implications to the purchaser.
Regarding Point No. 61 of Item 1.7 (Monitoring, Management, and Upgradation) in the
technical specifications of the firewall:- A centralized management and reporting solution is
typically necessary when managing five or more firewalls from the same OEM. Since this
2 project involves only two firewalls, such a solution does not appear necessary. Moreover, Refer to SNo 31
the Bill of Quantities (BoQ) does not mention a separate central management solution.
Including it would unnecessarily increase the overall cost of the solution. Therefore, we
kindly request the removal of this clause from the technical specifications.
Regarding Point No. 82 of Item 1.10 in the technical specifications of the firewall:- We Refer to SNo 8

respectfully request the reconsideration and removal of the NSS Labs testing requirement

Mﬁ“/@wéw %/M
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from the evaluation criteria. It is important to note that NSS Labs ceased operations in 2019.
Consequently, the certification standards they issued are now outdated and no longer
reflect the current landscape of evolving cyber threats and attack methodologies.
Furthermore, we would like to highlight that local suppliers and Indian Cyber Security
Product companies are exempt from foreign/international standard certifications, such as
'NSS Labs," in accordance with Clause 8 of the Public Procurement (Preference to Make in
India) Order, 2019, pertaining to Cyber Security Products.

The firewall device should be compatible with existing network types of equipment. Please

The logical diagram has been

4 e . t in A fthe t
confirm what type of existing devices are there? aitached la.Anhexlire 1 of tfie tender
document.
Minimum interface required in Firewall:
12 x 10 G BASE-T Ethernet Interfaces (RJ-45)
3 . Refer to SNo 1
5 10 x 10 Gigabit (SFP+) erertoSno
4 x 1 Gigabit
Please confirm port numbers once
6 The Firewall should have minimum system memory 480 GB SSD + 2 TB for additional for logs Refer to SNo 2

storage and minimum of 48 GB of RAM from day 1.

e

(Shri Prashant Bansal)

NN S

(Shri Amul Batra) (Dr Sankar Nath) (Shri Sourav Adhikary)
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